IHAMATKA _ _
AJISA OBYYAIOIIUXCA Ob THOOPMAIIMOHHOMU BE3OITACHOCTHU IETENU

HEJIb351
1. Bcem noapsia cooOmiaTh CBOK YacTHYIO MH(OpMaluio (HacTosAlre uMs, GaMUiuio,
TenedoH, aapec, HOMep HIKOJbL, a Takke oTorpaduu CBOU, CBOCH CEMbU U ApYy3eil);
2. OTKpBIBaTh BIIOKCHHBIE (paiiiibl 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTES;
3.I'pyOuTh, npuanpaThCs, OKa3bIBaTh JABJICHUE - BECTH CeOs HEBEXKIIMBO U arpeCcCUBHO;
4.He pacnopsikaiicst 1eHbraMu TBOei ceMbH 0€3 pa3pellieHus CTapIluX - BCEr/ia CIpalnBan
pOIUTENEH;
5. He BcTpewaiics ¢ MIHTepHET-3HAKOMBIMH B PEaIbHON KU3HH - TTOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY IOBEPSCIIb.

OCTOPOXHO

1. He Bce mumyt npasny. Yuraems o cebe Henpasny B MHTepHETE - cooOum 00 3TOM
CBOMM DPOAMTEISIMUIH OTICKyHAM;

2. [lpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM TTO/IBOXA;

3. HezakonHoe xonupoBaHue ¢aiisoB B IHTEpHETE - BOPOBCTBO;

4. Bceraa pacckasbiBail B3pOCIIBIM O MPOOJIeMax B CETH - OHU BCETa MOMOTYT;
5. Ucnionb3yil HacTpolKH 0€30MacHOCTU M MIPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
aKKayHTBI B COLICETSIX MAPYTUX MMopTajax.

MOKHO
1. VBaxait pyrux nosb3oBaresnei;
2. Ilonmp3yemibest IHTEpHET-UCTOYHUKOM - AeTIail CCHUTKY Ha HETO;
3. OTKpBIBail TOJIBKO T€ CCBHIJIKHU, B KOTOPHIX YBEPEH;
4.O0uaThCs 3a MOMOILBIO B3POCIBIM - POJIUTENH, ONEKYHBI U aIMUHUCTpPALIMsI CAlTOB BCET1a
MOMOT'YT;
5.Ipoiinu oOyuenue Ha caiite "CeTeBUYOK" ¥ MOIy4H MAcopT UG POBOro rpaxaaHuHA!

NHOPOPMAIMUOHHAS ITAMSATKA
JUIA OBYUYAIOIIIUXCA

C xaxabpIM TOJOM MOJIOJC)KM B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIbHUKU OJHU W3
CaMbIX AaKTHUBHBIX IOJb30Barened PyHera. Mexay TeM, NOMHMO OTPOMHOIO KOJMYECTBA
BO3MOXHOCTEH, MHTEPHET HECET W MpoOJeMbl. JTa maMsATKa JOJDKHA MOMOYbh TeOe Oe30macHo
HaxOJIUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbIOTEpHBIN BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOrpaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPO1 IBIISIETCS CIIOCOOHOCTH K Pa3MHOKEHHUI0. B 1onosiHeHne K 3TOMY, BUPYChI
MOTYT MOBPEIUTh WM TOJTHOCTHIO YHHMUTOXUThb Bce (ailibl W JaHHBIC, MOIKOHTPOJIbHBIC
10JIB30BATENI0, OT UMEHHU KOTOPOT0 ObLIa 3alylleHa 3apakeHHas IpOrpaMMa, a TAaKKe IOBPEIUTh
WIN JJa)Ke YHUYTOXKUTH OMEPAIOHHYIO CHCTEMY CO BceMHU paitiamMu B 1enoM. B OonbmmHCTBE
CJIy4aeB paclpOCTPAHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

Mertozpl 3a1UTHI OT BPEJOHOCHBIX IIPOIPAMM:

Hcenone3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HMEIOIIUE CEPbE3HBIM YPOBEHb

3aIIUTHl OTBPEIOHOCHBIX NPOTPAMM;



1. IlocTrosiHHO ycTaHaBiuBail nautu (UKMGPOBBIE 3aAIUIATKH, KOTOPHIE ABTOMATHYECKU
YCTaHABJIMBAIOTCS C LENbIO JOPAOOTKH MPOrpaMMbl) U APyTrUe OOHOBIIEHUS CBOEH ONEpallMOHHON
cuctembl. CkaumBail uX TOJNBKO ¢ odummansHOTO caifta pazpadorunka OC. Ecnom cymectByer
PEXMM aBTOMATHYECKOTO OOHOBIICHUS, BKIIIOUH €T0;

2. Paborail Ha cBOeM KOMIIBIOTEpPE MOJ IPaBaMH IMOJIb30BATENS, @ HE aJMUHHUCTPATOPA.
OTO HE MO3BOJIUTOOJIBIINHCTBY BPEIOHOCHBIX POrpaMM MHCTAJTIUPOBATHCSA HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

3. Ucnonb3yli aHTUBUPYCHBIE IPOTPaMMHBIE MPOIYKTHl M3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYCCKMM OOHOBIICHHEM 0a3;

4.Orpannub GU3HUECKUNA JOCTYH K KOMIIBIOTEPY JUIsl HOCTOPOHHUX JIHI;

5. Mcnonb3yii BHEIIHUE HOCUTENN HH(OPMAINH, TaKue Kak (iemika, TUCK win (ailn u3
MHTEPHETA, TOJbKOU3 IIPOBEPEHHBIX HCTOUYHUKOB;

6. He oTkpbIiBail KoMIbloTepHBIE (DaliiIbl, MOIyIeHHBIC U3 HEHAC)KHBIX HCTOYHUKOB. [laxe
Te (ailsibl, KOTOpbIE MpUCIa TBOM 3HAKOMBIH. Jlydllle yTOUHHM y HEro, OTIPaBIIsI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 910 He BU niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH, Mapka. Emie B
1991 romy nHunmepnaniackas kommanus 3apeructpupoBana Opena "WECA", uto o0Go3nHauano
cnoBocouetanue "Wireless Fidelity", kotopslii mepeBoauTCs Kak "OecrpoBoHas TOYHOCTH' .

Jlo Hamero BpeMeHH Jouuia jApyrasg abOpeBuaTypa, KOTopas SBISETCA TaKOW IKe
TexHoyioruer. D10 abopeBuarypa "Wi-Fi". Takoe HazBaHue ObLTO JaHO C HAMEKOM Ha CTaHAAPT
BhICIIIEH 3ByKOBOM TexHuKkU Hi-Fi, 4ToB mepeBojie 03HavaeT "BbICOKasi TOYHOCTD'.

Jla, OecrnaTHBIA MHTEPHET-IOCTYN B Kade, OTENsX M a’ponoprax SBISETCA OTIMYHOUN
BO3MOKHOCTBIOBBIX0/1a B HHTepHET. HO MHOTHE 3KCIepThl cYuTaroT, 4yTo odmenoctymnHsie Wi-Fi
CETH He SIBISI0TCSA O€30MaCHBIMHU.

CoBeThl 110 0€30MacCHOCTH paObOTHI B 0011e10CTYHBIX ceTax Wi-fi:

1. He nepenasaii cBoro JTHuHYI0 HHpOpMaIuio yepe3 odmenoctymubie Wi-Fi cetn. PadoTast
B HUX, JK€JIAaTeJIbHO HE BBOJUTD MAPOJIHU JOCTYTA, TIOTUHBI U KaKUe-TO HOMEPA;

2.Ucnionp3yil u OOHOBJISIH aHTUBUPYCHBIE TMporpaMmbl U OpaHamayep. TeMm cambIM ThI
obe3omacuiib ce0st 0T3aKauKy BUpyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkaroun ¢pyrkiuo "OOmwmit qoctyn k daitiam u npuatepam”.
JanHas QyHKIMSI3aKphITA IO YMOTYAHHIO, OJTHAKO HEKOTOPBIE MOJI30BATENIN aKTUBUPYIOT €€ JIJIst
yoOCTBa UCTIOIB30BaHUs B paboTe win ydeoe;

4. He ucnionb3yit myonuuneiii WI-FI 1715 nepenaun TMYHBIX JAHHBIX, HAIPUMED ISl BBIXO/A
B COIIMAJIBHBIE CETH UJIU B AJIEKTPOHHYIO TIOUTY;

5. Ucnonp3yit Tonpko 3anmuiieHHoe coenunenue yepe3 HTTPS, a ae HTTP, T.e. npu Habope
BeO-aapeca BBoaM uMeHHO "https://";

6. B mo6unbHOM Tenedone otkimtoun ¢pyukuuio "Ilonkmouenne k Wi-Fi aBTomatuueckn".
He nomyckaii aBToMaTH4eckoro noJKIr0YeHus ycrpoiictsa k cetsim Wi-Fi 6e3 TBoero cormacwus.
CounajabHble ceTH

CornasibHbIE CETH aKTUBHO BXOJST B HAIy XKM3Hb, MHOTHE JIFOJM PAa0OTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook y»ke 3apernctpupoBan MUIIHAP]T YETOBEK, UTO SBISIETCS OJHOM CeIbMOi
BCEX JKUTEJICH TUTaHeThl. MHOTHE TI0JB30BaTEN HE TIOHUMAIOT, YTO HH(OpMAIus, pa3MeeHHas
UMHU B COIIMAJIbHBIX CETAX, MOXKET OBbITh HAlJICHA U MCIIOJIb30BaHA KEM YI'OJHO, B TOM YHCJIC HE
00s13aTeNbHO ¢ 0JaruMyu HaMepEeHUSIMHU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTU B COIMAIBHBIX CETSIX:

1. Orpannyb cricok Apy3eid. Y TeOs B IPYy3bsX HE JIOJDKHO OBITh CITyYalHBIX M HE3HAKOMBIX

JIIOJICH;
2. 3amumiaii cBOIO 4acTHYIO *HU3Hb. He ykaspiBail maponu, TenedoHsl, agpeca, 1aTy TBOETO



POKIEHUS W JPYTYIO0 JIMYHYIO WHGOpMAaLNIO. 3J0YMBIIIJIEHHUKA MOTYT HCIOJIb30BaTh Ja)Ke
nH(OPMAIIHIO O TOM, KaK Thl ¥ TBOM POAMUTENH IUIAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3amuiiai CBO0 penyTaluio - AEPKU €€ B YUCTOTE U 3aJlaBaii ce0e BOIPOC: XOTeN ObI ThI,
YTOOBI JpYyrue MOJb30BaTENM BHJETH, YTO Thl 3arpyxkaems? [lomymaili, mpexae yem 4YTO-TO
OITy0JINKOBATh, HAITUCATH U 3aTPY3UTh;

4.Ecnu Tbl TOBOPHILB C JIIOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJB3YH CBOE pealbHOE UM U
IPYTYIO TUYHYIO0 HH()OPMAIIUU: UMSI, MECTO KUTEIbCTBA, MECTO Y4eObl U MpoYee;

5. N36eraii pazmenienus ¢otorpaduii B IHTEpHETE, T1e ThI H300pakeH Ha MECTHOCTH, TIO

KOTOPOU MOKHO
ONPEEIUTH TBOE MECTOIIOI0KECHHUE;

6. IIpu perucrpaiuu B COIMANIbHON CETH HEOOXOIMMO UCTIOIB30BATh CIOKHbIE MAPOJIH,
cocrosiye U3 OyKBY HU(P U ¢ KOJIMUYECTBOM 3HAKOB HE MeHee 8;

7. I conuanbHOU CETH, IOYTHI U IPYTUX CAaiTOB HEOOXOAMMO HCIIOIb30BaTh Pa3HbIE
napoiu. Torna ecantels B3IIOMAIOT, TO 3I0YMBIIINIEHHUKH MTOTYYaT JOCTYII TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IeHbI'H

DJEKTPOHHbIE JEHBI'M - 3TO OYEHb YJAOOHBIM crmoco0 IulaTexeid, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TU JICHBIU.

DJIEKTPOHHBIE JIEHbI'U MOSBUJIUCH COBCEM HEJABHO W MMEHHO H3-3a 3TOT0 BO MHOTHX
roCyJapCTBax J0 CHUX IOP HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKIITMOHUPYIOT M O HUX YK€ MPOIMKUCAHO B 3aKOHE, TJIe UX Pa3IesioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3HUIIa B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercs MpOBOJAUTH oOlepaluuud 0e3 HWACHTHU(PUKAIUMK T0Jb30BaTeNs, a B
HEAaHOHMMHBIX MJIEHTU(UKAIIS MOJIb30BaTENs ABISETCS 00s3aTEIbHOM.

Takxke cienyeT pas3iuyarh SJICKTPOHHBIE (UATHBIE ACHBIU (PaBHBI TOCYIAPCTBEHHBIM
BaJIfOTaM) M JIEKTPOHHbBIC HE(UATHBIC IEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 110 0€30MaCHOMN paboTe C ITEKTPOHHBIMU JE€HbIAMMU:

1.TlpuBsxku K cyeTy MOOWIBHBIA TenedoH. DTO camblii yIOOHBIH U OBICTPBI CIOCOO
BOCCTAaHOBHUTh JOCTYyN K cueTy. llpuBsizanHbiii TenedoH momMoxker, ecnu 3a0yjaenib CBOM
TJIATEKHBIN MapoJib I 3aii/IelIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnionw3yii oaHopasoBbie maposu. [locie mepexona Ha yCHWICHHYIO aBTOpU3AIUi0 TeOe
y’Ke He OyJeT yrposkaTh OMAaCHOCTh Kpayku WIIM NepexBaTa IIaTeXHOTro napois;

3. Beibepu crnoxubii aposs. [IpectynHukam OyaeT He MPOCTO yrajaaTh CIOKHBIN MapoJib.
Hanexxuble mapoiu - 3T0 Mapoiid, KOTOpble COJAEpKaT He MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIEC U MPOMUCHBIE OYKBBI, HU(GPHI M HECKOJBKO CHMBOJIOB, TakHe KakK 3HAK J0Juiapa,
(dyHTa, BOCKIMIIATEIbHBIN 3HaK u T.1. Hampumep, $tROng!;;

4.He BBOJIM CBOM JIMYHbIE JaHHBIEC HA CATax, KOTOPBIM HE JIOBEPSIEIIb.

DJIeKTPOHHAS MOYTA

DNEeKTPOHHAs I0YTa - 3TO TEXHOJIOTMSI U MPEAOCTABISEMBIE €10 YCIYI'M IO NEPECBUIKE U
MOJTYYCHHUIO JJIEKTPOHHBIX COOOIIEHWH, KOTOPBIE PACIPEACISIOTCS B KOMITBIOTEPHOM CeTH.
OO6bI1YHO AIIEKTPOHHBIH OYTOBBIN SUTUK BBITJISLAUT CIEAYIOIINM oOpa3zom:
UMS_TIONIb30BaTeISI(@uUMsL_JoMeHa. Takke KpoMme Tepeaadyd MpPOCTOro TEeKCTa, HWMEeTCs
BO3MOKHOCTb NIepeaBaTh (Paitibl.

OcHoBHbIE COBETHI MO O€30MacHON paboTe ¢ NEKTPOHHON MOYTOM:

1. Hano BbIOpaTh npaBUIIbHBIN MMOYTOBBIN cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
0eCIUTaTHRIX TOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE TOBEPATH TEM, KOTO 3HACIIb U KTO MEPBHIN B
pEUTHHTE;

2. He ykas3piBaii B JIMYHOW mouTe JW4HYIO MH(popmauuio. Hampumep, myuiie
BbIOpaTh ""My3bIKanbHbIN_(hanat@" nmn "poxk2013" Bmecto "temal3";



3. Ucnonp3yil AByXATAaHYIO aBTOPU3AIUIO. DTO KOTJa MOMUMO MapoJisi Hy>KHO BBOJUTH
KOJI, mpuckutaeMpiiinno SMS;

4.Bp10epu cn0KHbIN nmaposib. i KaXX10ro IOYTOBOTO SIIUKA JTOJIKEH OBITh CBOM

HAJIe)KHBIA, YCTOMYMBBIN K B3JIOMY I1apOJib;

5. Ecnu ecTh BO3MOKHOCTB HAaIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCTIONB3YH ATY

BO3MOXXHOCTb;

6. Mconb3yii HECKOIBKO TOYTOBBIX SAIIMKOB. [IepBBIN )11 YaCTHOM MEPETTUCKH C
ajipecaTaMu, KOTOPBIM ThIJOBEpsEIIb. DTO IEKTPOHHBIN aJipec He HaJI0 UCTIONb30BaTh MPHU
peructpanuu Ha popymax u cailtax;

7. He oTkpsiBail aitibl U Ipyrue BIOKEHUS B MUCbMAaX, Ia)K€ €CJIM OHU MPUIILUIA OT TBOUX
npy3ei. Jlydiie yTouHu y HUX, OTIIPABIISUIA JIK OHU Te0e AT (ailibl;

8.Ilocne okoH4yaHus pabOTHI Ha TOYTOBOM CEPBUCE Mepe] 3aKPhITUEM BKIIAJIKU C CATOM He
3a0ynb HaxaTh Ha "BeiidTH".

KuOepOy1iMHr njim BUPTyaJbHOE U3/1eBaTe1bCTBO

KuGepOymnuHr - npecienoBaHrue COOOIIEHUSMHU, COAEPKAUIUMU OCKOPOJIEHUS, arpeccuio,
3alyrMBaHUe; XYJIUTaHCTBO; COLUAIBHOE OOMKOTHPOBAHME C MOMOUIBIO PA3IUYHBIX MHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPKOE ¢ KHOEPOYILITUHTOM:

1. He Gpocaiics B 60ii. JIyumuii crioco0: mocoBeToBaThCs Kak ceOsi BECTH U, €CJIM HET TOTO, K
KOMY MOHO 00paTUThCS, TO BHaUaj1€ YCIOKOUThCS. ECiy Thl HAaUHENIb OTBEYATh OCKOPOICHUSIMU
Ha OCKOPOJICHHUS, TO TOJIBKO €111e OOJIBIIE Pa30AOKEIh KOH(MDIUKT;

2. Yrpasisiii cBoelt kubeppenyraiuei;

3. AHOHUMHOCTB B c€TH MHUMAas. CyIIeCTBYIOT CIIOCOOBI BBISICHATD, KTO CTOUT 32 aHOHUMHBIM

AKKayHTOM;

4. He cTrouWT BeCTH XyJIMTaHCKUN 00Opa3 BUPTYyaJdbHOU XuU3HHU. IHTEpHET (QUKCHpPYET Bce
TBOM JICHCTBUS MCOXpAHSET UX. Y IaJUTh UX OyIeT KpailHe 3aTpyIHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOAY;

6. UrHopupy#t enuHuyHbIi HeratuB. OJHOpPA30BbIE OCKOPOUTEIHHBIE COOOIICHUS JyYIlle
urHopupoBath. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4YalbHOW CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMHU COOOIICHHSIMH, B COIIMAJIbHBIX
CETSIX €CTh BO3MOXKHOCTb OJIOKMPOBKH OTIPABKU COOOIIEHUM C ONPEJIETICHHBIX aJIPECOB;

8. Ecnu To1 cBUAETENb KNOEpOymuHTa. TBOU N€MCTBYS: BRICTYIIUTD MPOTHUB MPECIIEIOBATENS,
M0Ka3aTh €EMY,UTO €ro JCHCTBUS OLIEHUBAIOTCS HETaTUBHO, MOAIEPKATh KEPTBY, KOTOPOU HY>KHA
MICUXOJIOTHYECKasi TOMOLIb, COOOIIUTh B3POCIIBIM O (PaKTE arpecCUBHOIO MOBEACHUS B CETH.

MooOuniabHbIN Tej1IepoH

CoBpemeHHBIC CMapT(OHBI U IJIAHIIETHI COACPKAT B ce0e BITOJIHE B3POCIIBIN (YHKITMOHA, U
TENepbh OHU MOTYT KOHKYPHUPOBATh CO CTAIMOHAPHBIMH KOMIIbIOTepamMu. OTHAKO, CPEJICTB 3aIUTHI
JUIS TIOJIOOHBIX YCTPOMCTB TOKAa OYEHb Majo. [eCTUPOBAHME M TOWCK YS3BUMOCTEH B HHUX
MIPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1yt [1K, To skecamoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKECHUH.

CoBpeMeHHBICE MOOMJIbHBIC Opay3epbl YXe MPaKTHUYSCKH JOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacimupeHre (YyHKIMOHAIa BiIeYeT 3a COOOH OOJBIIYI0 CIOXKHOCTP U MEHBIIYIO
3aIUIICHHOCTb.

Jlaieko He BCE MPOM3BOIMTENN BBIMTYCKAIOT OOHOBIICHHUS, 3aKpPBIBAIOIINE KPUTHUCCKHE
YSI3BUMOCTH JIJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI /11 6€30MaCHOCTH MOOUIIBHOTO TeedoHa:

Hudgero He sBisieTcst mo-HacTosimeMy OecriaTHBIM. Byas ocTopokeH, BeAb Korja Tebde

npeaIararoT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHUE-TO TJIATHBIC YCIYTH;

Hywmaii, npexae dem otmnpaBuTh SMS, ¢oto mnm Buneo. Thl TOUHO 3HAECIIB, T/I€ OHU



OyAyT B KOHEYHOM HUTOre?

Heo0xoanmo 0OHOBIATH ONEPaIMOHHYIO CHCTEMY TBOETO

cMmaptdona; Mcnonap3yit aHTHBHPYCHBIE TPOTPAMMBI JJIs1 MOOMITBHBIX

TenedOoHOB;

He 3arpyskail mpuioxeHusi 0T HEU3BECTHOIO MCTOYHHUKA, BEIb OHM MOT'YT COJEP’KaTh
BpPEJAOHOCHOEIPOrPaMMHOE 00€ECTIEUEHUE;

[Tocne Toro Kak Thl BBIHAEIIB C CaiiTa, I/1€ BBOJWI JUUYHYIO HH(POPMAIHIO, 32l B HACTPOUKH
Opaysepa u yaanu cookies;

[leproanyecku mpoBepsiii, KaKKe MIaTHBIE YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOi1 HOMEp MOOMIJIBHOIO TeIe(POHA TOJIBKO JTOJAM, KOTOPBIX Thl 3HACIIL U KOMY

noBepsienib; Bluetooth momken ObITH BBIKITIOYEH, KOT/Ia ThI M HE MOJb3yelbest. He 3a0biBait

MHOT'/1a IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHBbIE OHJIAHH-UIPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOILUE PA3BICUCHMUS,
O0BEIMHSIONINE COTHHU ThICAY YeJOBEK MO BceMy Mupy. Mrpoku uccieayroT JaHHBI UM MUp,
oOLIal0OTCS APYT C IPYrOM, BBIIOJHSIOT 3a/1aHUsI, CPAKAIOTCS C MOHCTPAMH U MOJIYYaroT OIBIT. 3a
YIOBOJLCTBUE OHM IUIATAT: OKYIAIOT IUCK, OIIaYNBAIOTA00HEMEHT WIIH TPHOOPETAIOT KaKnue-TO
OTILIUY.

Bce aTu cpencTBa uayT Ha moaJepKaHUe U pa3BUTHE UTPhI, a TAKXKE Ha caMy 0€30IacHOCTb:
COBEPIICHCTBYIOTCS CHUCTEMBI aBTOPU3AINH, BBIITYCKAIOTCS HOBBIE MaT4yd (IHQPOBBIC 3aILUTaTKA
JUIL IPOTPaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1momoOHBIX Urpax CTOUT OnacaThCsl HE CTOJBKO CBOMX CONEPHUKOB, CKOJIBKO KpPaxH
TBOETO IapoJisi, HAKOTOPOM OCHOBaHa CHCTEMa aBTOPH3AIMH OOJBITMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Eciiu npyroi urpok BeneT cedsl MI0OX0 WIM CO3/aeT Tede HENMPUATHOCTH, 3a0JOKUpYM
€ro B CIHICKE UTPOKOB;

2. Moxamyiicst amMUHUCTpATOPaM MTPHI HA IJI0X0E MOBEICHUE 3TOTO UTPOKA, JKEIaTeITHHO
MPUIIOKUTHKAKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3.He yxa3zpiBaii muunyro nHpopMaIuio B npodaiinie urpsi;

4.YBaxkail ApyTUX YYaCTHUKOB I10 UTPE;

5.He ycranaBnuBaii HeopuIMaIbHBIC TATYH U MO/IBI;

6. crionb3yii CI0XKHBIE U pa3HbIE TAPOIIH;

7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka Thl Urpaeib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT TN KPaKa JHYHBIX TaHHBIX

OObI4HOI Kpakel JeHeT U JOKYMEHTOB CErOJHS y>K€ HUKOTO He yIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH  3JO0YMBINIJICHHUKH TEPEeMECTWIINCh B HMHTEPHET, H NPOJOIDKAIOT
3aHUMATLECA "TIOOUMBIM" IEJIOM.

Tax mosiBHIIach HOBasl yrpo3a: MHTEPHET-MOILICHHMYECTBA WJIM (DUIIMHT, TJIaBHAs LETb
KOTOPOTO COCTOMT B MOJIyY€HUH KOH(PHICHIMAIbHBIX TaHHBIX IOJH30BATENECH - JIOTUHOB H
naponeit. Ha anrnmiickom si3eike phishing uuraercs kak ¢ummnar (ot fishing - peioHas o,
password - mapoJin).

OCHOBHBIE COBETHI 110 0OpHOE C (PUILIMHTOM:

1. Cnieqm 3a cBoMM akkayHTOM. Ecii ThI mo103peBaeiiib, 4To TBOSI aHKETa OblIa B3JIOMaHa,
TO HE0OX0AMMO3a0JIOKHPOBATh €€ U COOOIIUTH aAMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEE;

2. Vcnonb3yii 6e30macHbie B€O-CallThl, B TOM YHCIIE, MHTEPHET-Mara3uHoB U MOMCKOBBIX

CHUCTEM;
3. Ucnionb3yii cnoxHbIE U pa3Hble maponu. Takum oOpazom, ecnu Te0si B3IOMAIOT, TO



3JI0YMBIIIIEHHUKUTOJIYYaT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(DUITIO B CETH, a HE KO BCEM;

4.Ecnu Te0st B3IOMaIM, TO HEOOXOIMMO TMPERYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBieHBl y T€OSB APY3bAX, O TOM, YTO T€Os B3JIIOMAIN M, BO3MOXKHO, OT TBOEr0 MMEHHU OyzaeT
pacchlIaThCs ClaM M CChUIKU Ha (PUIIIMHTOBBIE CAlTHI;

5. YcranoBu Haaexkubii mapoib (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKIIFOYM COXpaHEHHE TTapoJIs B Opaysepe;

7. He oTkpsiBail (haiiiel 1 Ipyrue BIOKEHUS B MUCbMaX, JakKe €CJIM OHU MPHUIILIA OT TBOUX
npy3ei. Jlydmie yrouHu y HUX, OTIIPABJISUIM JIK OHU TeOe 3T (ailibl.

HMudpoBas penyrauus

[Mu¢poBass penyrauus - 3TO HEraTHUBHAs WM MO3UTHBHAs MHQOpManus B CETU O Tede.
Kommpomertupyromiast uapopmarusi, pa3MelieHHass B MHTEPHETE, MOXET Cephe3HbIM 00pa3zoM
OTpa3UThCs Ha TBOEH peasbHOU )W3HHU. "LlmdpoBas pemyranus" - 3T0 TBOH UMUK, KOTOPBIMA
dbopmupyetcs u3 uHpopmanuu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJOKEHHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE ATO HAKAIIMBAETCS B CETH.

MHorue moapoCTKH JETKOMBICIEHHO OTHOCSTCS K MyONHMKaluu JIMYHOM HHpOpManuu B
WNuTepHere, He MOHUMAas BO3MOKHBIX TOCIIEACTBUMN. Thl Jaxe HEe CMOKEIb JOTaJaThCs O TOM, UTO
dotorpadusi, pazmenieHHas 5 €T Ha3al, cTaja IPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapun, pasmernienue TBoux ¢oTtorpaduili u Apyrue AeUCTBHs MOTYT HE UCUE3HYTh
Ja)ke MOocJe TOro, Kak Thl UX yAaJullb. Thl HE 3HaElIb, KTO COXpaHWI 3Ty HH(POpPMALINIO, ToTaja
U OHa B TOUCKOBBIE CHCTEMBl M COXpaHWIACh JU OHA, a TJABHOE: YTO TOJIyMaloT O Tebe
OKpYKarolIue JII0IU, KOTOPhIe HAWAYT U YBUIAT 3T0. HailTh uHpOpMaIMi0O MHOTO JIET CITYCTS
CMOJKET JIF00O0H - KaK U3 A0OPHIX MOOYXKACHUM, TaK U C HAMEPEHUEM IPUUUHUTD BpeA. DTO MOKET
OBITH KTO YT'OJIHO.

OcHOBHBIE COBETHI O 3aIIUTe UG POBOM peryTaIuu:

1.TTomymaii, mpexjie yeM 4To-TO MyOIMKOBATh U NepeaaBaTh y ceOs B O10re Uiu B

COIIMAJIbHOM CETH;

2. B nactpoiikax npoduis yCTaHOBH OTPaHHYEHHUS Ha MPOCMOTP TBOETO MPOQIIIS U €ro
COJIEPKUMOT O, clIeal ero ToiabKo "mis npy3eu";

3. He pa3memniaiil u He yka3biBail HH(pOpMaIIHUIO, KOTOPask MOKET KOro-TM00 OCKOPOJIAThH UITH

00MXKaTh.
ABTOpPCKOE NIPaBO

CoBpeMeHHbBIE MIKOJBHUKH - aKTUBHBIE MOJIb30BaTENH IUGPOBOro mpocTpancTBa. OmaHAKO
JIAJIEKO He BCE 3HAIOT, YTO IMOJb30BAaHWE MHOTMMHU BO3MOKHOCTSIMHU LIM(PPOBOTO MHpa TpedyeT
COOJIIOZICHUS TIPaB HA UHTEJUICKTYaJIbHYH0 COOCTBEHHOCTD.

TepmuH "WHTEINEKTyalbHAasE COOCTBEHHOCTH'" OTHOCUTCS K Pa3IUYHBIM TBOPCHUAM
YeJIOBEYECKOT0 yMa, HaUYMHas C HOBBIX M300pETEHHI U 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTh Ha
MPOAYKTHI U YCIYTH, U 3aKaHUYMBAsI KHUTaAMU, QoTorpadusiMu, KHHODUIbMAMU U MY3bIKaTbHBIMHU
MIPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - ATO MpaBa Ha WHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha TMPOU3BEIACHUS
HAyKH, JTUTEPAaTypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYMAIOT B KaYECTBE TapaHTUU TOTO, YTO
WHTEJUICKTYAIbHBINA/TBOPUYECKUI TPyA aBTOpa HE OyAeT HampacHBIM, JacT €My CIIpaBeJIMBBIC
BO3MOKHOCTHU 3apaboTaTh Ha pe3yabTaTax CBOETO TPy/Ja, MOJIYYUTh M3BECTHOCTh M MPU3HAHUE.
Hukrto Ge3 pa3pemieHust aBTopa He MOKET BOCIPOU3BOJUTH €ro MPOU3BE/IEHUE, PACTIPOCTPAHATD,
MyOJMYHO JIEMOHCTPUPOBATh, MpPOJaBaTh, HMMIIOPTHPOBATh, IYyCKaTh B MpOKaT, MYyOJIUYHO
WCTIOJIHATD, TTOKA3bIBATH/UCTIONHATH B dpUpe Ui pa3meiats B UHTepHETE.

Hcnonp3oBanue "MUpaTCKOTO" MPOTPaMMHOTO OOECHeUeHUS] MOXKET MPUBECTH K MHOTHM
pUCKaM: OT MOTEpPH JAaHHBIX K TBOMM aKKayHTaM [0 OJIOKUPOBKHM TBOETO YCTpOMCTBa, TIe
yCTaHOBJICHA HeJlerajibHas nporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYLIECTBYIOT JIETaIbHBIC U



OecIUIaTHbIE IPOrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.
O nopraJie

CeTeBUUOK.p( - TBOM TIIaBHBIM COBETUYMK B CETH. 3A€Ch ThI MOXKEIIh Y3HATh O O€30MacCHOCTH
B CETU IOHATHBIM U JOCTYIHBIM S3bIKOM, a IpPU BO3HUKHOBEHHM KPUTHUYECKOM CHUTyalluu
0o0paTUTHCS 3a COBETOM. A TakXe IPUHATh y4acTHe B KOHKYpCax M CTaTh CaMbIM IIM(PPOBBIM
rpaXxaaHUHOM!



